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Abstract—The split architecture network assumes a logically
centralized controller, which is physically separated from a large
set of data plane forwarding switches. When the control plane
becomes decoupled from the data plane, the requirement to the
failure resilience and recovery mechanisms changes. In this work
we investigate one of the most important practical issues in split
architecture deployment, the placement of controllers in a given
network. We first demonstrate that the location of controllers
have high impact on the network resilience using a real network
topology. Motivated by such observation, we propose a min-
cut based controller placement algorithm and compare it with
greedy based approach. Our simulation results show significant
reliability improvements with an intelligent placement strategy.
Our work is the first attempt on the resilience properties of a
split architecture network.

Index Terms—Split architecture; OpenFlow; Network re-
silience; Placement

I. INTRODUCTION

Unlike the traditional network architecture, which integrates
both forwarding (data) and control planes on the same box,
split architecture decouples these two and runs the control
plane on servers which might be in different physical locations
from the forwarding elements (switches). The split architecture
allows making the forwarding platform simple and bringing
network’s intelligence into a number of controllers that oversee
the switches.

Tight coupling of forwarding and control planes in the
traditional architecture usually results in overly complicated
control plane and complex network management. Due to high
complexity, equipment vendors and network operators are
reluctant to employ changes and the network itself is fragile
and hard to manage. This is known to create a large burden and
high bearer to new protocols and technology developments.
Despite the rapid improvement on line speeds, port densities,
and performance, the network control plane mechanisms have
advanced at a much slower pace.

In the split architecture, controllers collect information
from switches, and compute and distribute the appropriate
forwarding decisions to switches. Controllers and switches
use a protocol to communicate and exchange information. An
example of such protocol is OpenFlow [1], which provides
an open and standard method for a switch to communicate
with a controller, and has drawn significant interests from
both academic and industry [1], [2], [3]. The architecture
of an OpenFlow switch is shown in Figure 1. Switches are
modeled as a flow table in which there are three columns:
rules, actions, and counters. The rules column defines the flow.
Rules are matched against the headers of incoming packets. If
a rule matches, the corresponding actions are applied to the
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Fig. 1. OpenFlow Architecture

packet and the counters in the counter column are updated. The
de-coupled control platform eases the task of modifying the
network control logic and provides a programmatic interface
upon which developers can build a wide variety of new
protocols and management applications. In this model, the data
and control planes can evolve and scale independently, while
the cost of the data plane elements is reduced.

In evaluating a network design, the network resilience is
an important factor, as a failure of a few milliseconds may
easily result in terabyte data losses on high-speed links. In
traditional networks, where both control and data packets are
transmitted on the same link, the control and data information
are equally affected when a failure happens. The existing work
on the network resilience analysis have therefore assumed an
in-band control model, meaning that the control plane and
data plane have the same resilience properties. However, this
model is not applicable to split-architecture networks. On one
hand, the control packets in split-architecture networks can
be transmitted on different paths from the data packet (or
even on a separate network). Therefore, the reliability of the
control plane in these networks is no longer linked with that
of the forwarding plane. On the other hand, disconnection
between controller and the forwarding planes in the split
architecture could disable the forwarding plane: When a switch
is disconnected from its control plane, it cannot receive any
instructions on how to forward new flows, and becomes
practically offline.

In this paper, we take the first attempt to study the resilience
issues in the split architecture network. The resilience problem
in such network is formulated and different types of failures
are considered. To the best of our knowledge, this is the first
proposal on the formulation of resilience problems in the new
network architecture with controlling and forwarding plane
decoupled. We further analyze the impact on the network
resilience induced by such decoupling using simulation on
a real network topology. Interestingly, we observe significant
differences in loss of connectivity in the network when placing



the controller in different locations.

Motivating by such observation, we next study the strategies
for controller placement. More specifically, we focus on the
controller placement problem given the distribution of for-
warding plane switches. We consider that control platform
consists of a set of commodity servers connecting to one
or more of the switches. Therefore, the control plane and
data plane are in the same network domain. The question
is, among all n switches, how to select a subset for con-
necting k controllers where the total network resilience is
maximized. In this work, we propose a min-cut based graph
partitioning algorithm for controller placement. The algorithm
aims at maximizing the resilience between controller and the
switches. For comparison, we further develop a greedy based
algorithm. Our simulation results show significant benefit of
our placement algorithm, in comparison with random and
greedy schemes.

The rest of the paper is organized as follows: We first
introduce the related work of OpenFlow and existing work
on resilience in Section II. Then we formulate the resilience
analysis problem in Sec III and present the analysis in Sec IV.
The controller placement strategies are introduced in Sec V.
Simulation results on both synthesis and real topology are
given in Sec VI. We finally conclude and discuss future work
in Sec VIIL

II. RELATED WORK

There has been a significant interest on the reliability
analysis on the Internet [4], [5], [6], [7], [8]. These work
computes the number of node or link disjoint paths between
any pair of ASes, i.e., path diversity, as one of the important
reliability metrics of the Internet. Teixeira et al. [9] studied
the path diversity problem both inside an AS (Sprint network)
and across multiple ASes based on the CAIDA topology.
Erlebach et al. [10] proposed a min-cut based algorithm
to compute the maximum disjoint paths between a pair of
ASes, as the quantitative metric of the Internet route diver-
sity. Another metric is the routing dynamics caused by any
failures [11]

The emerging OpenFlow [1] platform enables switches to
forward traffic in the data plane based on rules installed by
a separate controller. Most of the existing work focus on
the design and implementation to achieve high performance
for switches using commodity hardware [12], [13], [14] and
building controller to support a large number of networks
and a diverse set of protocols [15], [16]. Building upon these
OpenFlow tools, there have been work on improving the per-
formance of the data plane by more intelligently utilizing the
hardware resources [17], [18]. Other work focus on new appli-
cations for OpenFlow technology including virtualization [19],
load-balancing [20] and convergence across technologies [21].
However, there is no work on any reliability and robustness
analysis on the split architecture/OpenFlow network, which is
one of most important factor for a networking infrastructure.
Our work takes the first step about how to place the controller
to maximize the resilience.

III. PROBLEM FORMULATION

Before diving into the formal definition of network re-
silience, we illustrate the concept of resilience in the split
architecture through an example.
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Fig. 2. Split-architecture network example

Figure 2 shows a network, which consists of 7 switches and
2 controllers. We assume a static binding between controllers
and switches, e.g., C7 is the assigned controller to Sy, Ss,
and S,. These three switches are only controlled by C'; even
though they are also reachable by C5. We also assume shortest-
path routing between each switch and its controller.

In this network, if the link between S and S5 fails, connec-
tions between any of switches S7,.55,5; to any of switches
Sa, S5, 56, 57 would be interrupted.If the link between S; and
controller C1 fails, then until a backup path is built and used,
S1 will lose its connection to its controller. Assuming that in
this case the switch invalidates all its entries, then S7 cannot
reach any other switch in the network, until it reconnects to
its controller. This is like S; itself is failed for a period of
time.

A. Problem formulation

The physical network topology G(V,C,E =
{Ey,E.,E,.}) contains a set of switches V, a set
of controllers C, and a set of bi-directional links FE.
Set E consists of three disjoint subsets: links between
switches F, = {e;;,i,j € V}, links between controllers
E. = {ei;,i,j € C}, and links between one controller and
one switch E,. = {e;;,i € Cj € V}. The relationship
among F., E,, and F,. depends on different network
design choices. Some networks may use the same network
infrastructure for interconnects both between switches and
between controllers. In such networks, there are no separate
links between controllers, i.e., the controller uses network
forwarding elements to reach each other or E. = ().

Let R be a set of routes (paths) used by the network for
connections between any pair of switches, controllers, and
between controller and switches. In case of multiple routes
between two nodes, the shortest one is picked, without consid-
ering any protection mechanisms. Routes are computed by the
controllers, with the knowledge of the full network topology.



Upon failure, the controller re-computes the routes and installs
new entries on the switches. During the recovery period, all
packets passing the failed link or node will be dropped. In this
work, we assume the controller-to-switch assignment is fixed,
i.e., each switch has (only) one controller assigned to it. There-
fore, whenever a switch loses its connection to its controller,
the switch can no longer receive any new routing instructions
and drops all packets. We assume that the route between any
switch and its controller uses existing connections between
switches, meaning that R,. = {e;;},e;; € E, U E,.. We
assume uniform traffic distribution in the network, meaning
that each route carries one unit of traffic.

Our failure model classifies failures into three categories:
Link failure: A link failure indicates that traffic traversing
the link can no longer be transferred over the link. The failure
can be either of a link between two switches or of a link
between one controller and the switch it connects to. We
assume network links fail independently.

Switch failure: A switch failure indicates that the correspond-
ing node is unable to originate, respond, or forward any packet.
Switch failures can be caused by software bugs, hardware
failures, misconfigurations, efc.. Again, we assume network
nodes fail independently.

Special case: connectivity loss between switch and con-
troller: A switch may lose connectivity to its controller due
to failures on the intermediate links or nodes along the path.
In this work, we assume that whenever a switch cannot reach
its controller, the switch will discard all the packets on the
forwarding plane, even though the path on the forwarding
plane is still valid. Therefore, this can be considered as a
special case of switch failure.

IV. RESILIENCE ANALYSIS OF SPLIT ARCHITECTURE

Assuming failure probability P, for link e; and failure
probability P,, for node v; in the network, the chance that
communications from node a to node b fails is

[ a-r)a-p).

e, vjERap
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where R, is the shortest path from node @ to node b.
The product term in the above equation is the probability
that all nodes and links on the path from node a to node
b work finely. In the split-architecture network, as mentioned
in Section III, node failures also include cases where a node
works properly but loses its connection to the controller (e.g.,
when another link on the shortest path from the node to its
controller breaks). The best controller location for minimizing
the average disconnection chance in the split-architecture
network, is the one that minimizes the above equation, where
the average is over all pairs of nodes that communicate with
each other.

To get a sense of how link and node failures affect
connections in a split-architecture network, we make some
calculations in an example network, with the topology of
Internet2 [22] network, as shown in Figure 3. Here, we will
calculate the number of connections that each link failure

causes. We will also find the best controller locations by
calculating the average number of interrupted connections that
is caused by any given number of link failures.
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Fig. 3. Internet2 network topology
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Figure 4 shows the basic resilience of the network. As
expected, the number of disconnected shortest path increases
as more links fail. Considering split architecture is deployed
in the same network topology, we first need to determine
where the controller is placed. We enumerate all the possible
controller locations and show two examples in Figure 5.
Interestingly, we can observe significant difference caused by
the location of the controller. For placing one controller in this
topology, location 4 is a much better choice than location 1.
Compared to Figure 4, the disconnected pairs are much more
in the split architecture scenario. When a link fail, it may
disconnect the path between two switches, or the path between
controller and the switch. Figure 6 shows such break-down.
More pairs are disconnected because of the loss of connectivity
to the controller. Increasing the number of controller in the
network can also significantly improve the resilience, as shown
in Figure 7.
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V. CONTROLLER PLACEMENT

An important issue in designing a split-architecture network
is where to place the controller in order to maximize network
resilience. A good placement best utilizes existing network
connectivity among the switches. One naive solution is to
connect all controllers to all switches, forming a mesh. This
will significantly increase the deployment cost and wiring
complexity. Moreover, it is not scalable as the network size
grows to a large number of switches spreading across multiple
geographic locations.

In this section, we introduce our proposal on the controller
placement puzzle to maximize the network resilience subject
to some constraints. We formulate the placement problem
as an optimization problem of maximizing the reliability or
minimizing the failure probability. For this purpose, we use the
following notation. Let G = (V, E') denote the basic network,
with node set V' representing network’s switches, and edge
set E representing network’s links (which are assumed to be
bidirectional). The objective is to pick a subset M (M| = k)
of the nodes, among all candidates N = |V, and co-locate
controllers with switches in these nodes so that the total failure
likelihood is minimized. Once these k nodes are selected, a
solution to assign switches to controllers, Map(V)=C, is also
needed to achieve maximum resilience.

In a first approach, we can enumerate all the V| x |V
pairs of switches and identify the routes between them. Then
we select the top k& ones with maximum number of paths
(or average shortest path length) to reach all other switches.
However, this method may result in selecting k locations
with similar path diversity to reach the rest of the nodes.
For instance, many paths could share one critical link. In
the following, we propose to solve the problem as a graph
partitioning or clustering problem. A clustering of a graph is
a partition C' = Cy, C1,...,C of V, ie.,, Vi,j: C;NC; =0,

and CoUC1 U...UC, = V. A cost function f assigns a real
number to any given clustering of G. The goal is to find a
clustering that minimizes a given cost function. For instance,
the cost function could be the sum of the distance between
each node and its centroid, or it could be the negative sum of
edge weights between clusters. Typically there are two ways
to partition a graph: agglomerative approach which initializes
each element to belong to its own cluster and proceeds to
merge clusters until a certain terminating condition is met;
and partitive clustering which starts with a single cluster
containing all elements and proceeds by splitting clusters.

A large body of algorithms has been proposed for server
placement including clustering, k-means, greedy, and min-
cut. By analyzing the requirements, we find that a modified
version of min-cut is a good fit to our problem. There are two
competing criteria that define a good partitioning, i.e., high
intra-cluster homogeneity and low inter-cluster connectivity.
Intuitively, if graph edges represent relationships between
vertices, then we want many edges within clusters and few
edges between clusters. However, if we define the cost function
to be the number of inter-cluster edges, then the problem
of minimizing it is trivial, ie., picking the clustering that
contains a single cluster. Thus, in addition to the minimum
cut requirement, we require that the partition needs to be
as balanced as possible. The balance property can also help
providing balanced load and best resource utilization on the
controller. For instance, if one best location is used to serve
all the switches, it may easily create bandwidth bottlenecks.
In the following, we use cuts, inter-cluster edges and inter-site
traffic interchangeably.

We define the center of each partition: centroid(C) =
|—é‘ > vec V- To maximize the resilience, we start with two
cost functions:

f= Z Z length(u, centroid(C)) (D
CePueC
g:—LZEZMu Neiy;) 2
Vi uev h Jj=1 ’ v

where P is a giving partition solution, length(u,v) is the
weight of edge (u,v), which is defined to be the switch to
centroid shortest path length in our problem. nei,; means
u’s j'" neighboring switch. j is used to enumerate all of u's
neighbors. 0(u,v) is a binary valuable to denote if v and v
are in the same partition. Note that g measures inter-cluster
connectivity to be minimized, while f measures intra-cluster
difference which should also be minimized. Together, they do
not favor trivial clusterings where all nodes are assigned to
the same cluster, or each node is assigned to its own cluster.

The key idea to combine these two objectives is to first
identify the partitions with minimum cuts across boundaries.
Then we assign the controller location to the centroid, which
has the shortest paths to all switches in the same cluster.
Algorithm 1 shows the details of finding the partitions with
minimum cuts.



Algorithm 1 Mincut based Controller Placement Algorithm
procedureFind-MinCut(G=(V,E),k)
1: Initialize cluster partition P = Py, P»
2: For any pair of unmarked (v; € Py,vo € P5), compute
g(v1,v2) = g(v1) + g(v2) — 2w(v1, v2)
3: Find (v1,v2) with maximum g(vq, v2), swap and marked.

4: IF Yvy,v9,g(v1,v2) < 0 or iter = MAX;TER or all
nodes are marked

5: Stop

6: ELSE Goto Step 2.

7. IF k> 1

8: Find-MinCut(G = (Pl, E1>,k—1)

9: IF k > 2

10: Find-MinCut(Gs = (Ps, E»)k-2)

Algorithm 2 Greedy based Controller Placement Algorithm
procedureGreedy(G=(V,E),k)
1. 7=0
2: while j < k do
33 forallveV,v¢gC do
4: Calculate number of routes to another node :
[{r;}| = n(v,i) and average length len(v.i)
div(v,i) = Maﬂcl%

5

. _ n(v.q)
6: RE(v) = 3 icviizo iy xientod
7
8

end for

Select Minimum ¢;=RE(v). C' = C U {¢;}. j + +.
Assign closest ‘Lkl nodes to c;.

10: end while

v

Given an initial bisection, we try to find a sequence of
node pair exchanges that leads to an improvement of the
cut size. Let P;, P> be the bisection of graph G=(V,E), i.e.,
PPUP, =V and PP NP, = (. For each v € N we
define int(v) = >, weper)=p @, v ar.ld ext‘(v) =
Z(U,U)GE&P(U#PW) w(v,u). We define the moving gain of v
to a different partition to be ext(v) —int(v). In each iteration,
we find the best pair of nodes vl € P; and vy € P» to
exchange to maximize the gain. This process run recursively
until no further gain can be obtained by changing any pairs.

Once we identify the partition P from Algorithm 1, within
each partition P;, we calculate the centroid of the switches in
this group. The set of centroids C' = ¢;, - - , ¢ is calculated
such that ¢; = \Tlﬂ ijePi z;, where P; := argminl|jv—c;||*.
Then each switch is naturally assigned to the centroid of its
partition.

For evaluation purpose, we compare Algorithm 1 with a
greedy based algorithm, shown in Algorithm 2. For all pair of
nodes, we calculate the number of distinct paths, the average
path lengths and the fraction of overlapping link between them.
(r;,1) = 1if link [ is in the route r;. We choose the one node
with maximum value of RE which finds a balance between
maximizing number of paths, minimizing path length, as well
as minimizing overlapping links. In each iteration, we greedily

select the node with best RE value and assign % switches

to it. This is to balance the load over all controllers. We will
provide the comparison in Sec VI.

VI. SIMULATION RESULTS

In this section, we use simulation to verify our analytical
models in both synthetic and realistic network topologies.
We quantify the impact of the new OpenFlow architecture
on network resilience. In the simulation, we first study the
connectivity on three different general networks, i.e., ring,
star, and fat tree. For each topology, we simulate multiple
failure probability and network sizes. The goal is to investigate
how the resilience metric changes as the network condition
changes. For each set up, we calculate the average loss
of connectivity likelihood among all pairs of nodes in the
network. Since there is no existing work on the resilience
analysis on OpenFlow network, we implemented our own
simulation tool in perl. We simulate the resilience under
different failure likelihood in a large range. In reality, the
failure probability varies depending on different types of root
causes [23]. Therefore, we examine a wide range to cover all
scenarios.

A. Connectivity resilience between controllers and switches

The connectivity to the controller is extremely important for
the OpenFlow network resilience. We define the resilience of
controller to data plane as the average likelihood of loss of
connectivity between the controller and any of the OpenFlow
switches. Figure 8 and Figure 9 show the controller connec-
tivity changes as the failure probability of each link and the
size of the network. Here we vary the probability of all links,
including F, and F,.. Among the regular topologies, the star
topology performs best due to the smaller path length. The
ring topology is least resilient as it has longest average path
length. It shows that the path length between the controller
and the switch is a significant factor for all three networks.
While in the star and tree network the loss of connectivity
likelihood increases linearly as the link failure probability, it
increases more slowly for ring topology. On the other hand,
the average resilience metric does not change significantly for
star and tree networks, when the number of switches in the
network increases.
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B. Resilience under different placement algorithm

Another important factor that has large impact on resilience
is the placement of the controllers. To evaluate Algorithm 1,
we evaluate the placement of 5 controllers in a network of 100
switches using the fat-tree topology.

We also use simulation to verify the benefit of our controller
placement algorithm in Figure 10. It shows a clear benefit
of deploying 3 controllers in greedy and min-cut schemes
compared to the random scheme. We can observe up to
10% improvements with min-cut based algorithm, when the
failure probability is large, i.e., p = 0.1. Even if p = 0.01,
the improvement of min-cut is 4% compared to the random
placement and 2% compared to greedy based placement. In
summary, we evaluate our placemen algorithm in comparison
with greedy and random scheme. Our min-cut based algorithm
shows a 5% improvement. The improvement is not so signif-
icant as the Abilene topology is quite simple with only 10
nodes. It will have more benefits with a larger-scale network.
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VII. CONCLUSION AND FUTURE WORK

In this paper, we investigate the resilience of the newly
proposed network architecture where the controlling and for-
warding planes are separated. From the analysis using Abilene
network’s topology, we found the location of the problem can
significant affect the network resilience metrics. Motivated
by this observation, we propose a min-cut based placement
algorithm to minimize the likelihood of loss of connectivity
between the controller and the switch. Our simulation results
show that it outperforms random and greedy schemes with
significant reliability improvements. In this work, we make

two simplified assumptions: each switch only connects to one
controller using one path. The controller placement method
will change with multiple controllers per switch or multipath
routing. We plan to investigate the solutions with relaxed
assumptions in the future work.
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